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ABSTRACT: Counterfeit medicines are a healthcare security problem, posing not only a
direct threat to patient safety and public health but also causing heavy economic losses.
Current anticounterfeiting methods are limited due to the toxicity of the constituent materials
and the focus of secondary packaging level protections. We introduce an edible,
imperceptible, and scalable matrix code of information representation and data storage for
pharmaceutical products. This matrix code is digestible as it is composed of silk fibroin
genetically encoded with fluorescent proteins produced by ecofriendly, sustainable silkworm
farming. Three distinct fluorescence emission colors are incorporated into a multidimensional
parameter space with a variable encoding capacity in a format of matrix arrays. This code is
smartphone-readable to extract a digitized security key augmented by a deep neural network
for overcoming fabrication imperfections and a cryptographic hash function for enhanced
security. The biocompatibility, photostability, thermal stability, long-term reliability, and low
bit error ratio of the code support the immediate feasibility for dosage-level anticounterfeit
measures and authentication features. The edible code affixed to each medicine can serve as serialization, track and trace, and
authentication at the dosage level, empowering every patient to play a role in combating illicit pharmaceuticals.

■ INTRODUCTION

Pharmaceutical products are the most vulnerable goods for
widespread illicit activities. The concept of counterfeit
medicines includes substandard, falsified, and diverted ones in
a broad manner.1,2 This problem is not new but is increasingly
becoming a tremendous burden to society regardless of a
country’s economic status. Counterfeited medication not only
poses a serious threat to patient safety and public health but also
causes heavy economic losses, accounting for 10% of the global
pharmaceutical trade and $200 billion annually.3−8 For example,
counterfeit malaria and pneumonia medicines are responsible
for 250 000 child deaths per year.9 One hundred fifty people in
Singapore were hospitalized after the administration of counter-
feit erectile dysfunction medicines.10 In Hong Kong, 40% of
Viagra sales are counterfeits.11 The opioid crisis in the U.S. has
triggered counterfeit opioid production, which has caused
deaths in almost all states.12,13 Africa is the region most affected;
42% of all counterfeit medicines reported between 2013 and
2017 have African origins.4,14,15 Counterfeit medicines of both
lifestyle and lifesaving drugs are progressively common in the
U.S.5,8,16−18 In addition, counterfeiting of pharmaceutical
products can constitute an infringement of intellectual property
rights, undermining brand names, scientific innovations, and
financial rewards.
Counterfeit medicines are attributable to the increased use of

online (or Internet) pharmacies.18,19 Thirty-five thousand to
40 000 active online pharmacies worldwide, with 600 added
every month, sell medicines to patients.20,21 Surprisingly, it is
estimated that 96−97% of these online pharmacies operate

illegally.22,23 Illegal online pharmacies are a public health issue
affecting the quality and authenticity of medications supplied. A
surge in counterfeit treatments andmedical supplies has recently
occurred during the ongoing pandemic (e.g., counterfeit
chloroquine and hydroxychloroquine).24−26 Indeed, the illicit
activities related to COVID-19 have been further worsened
during the pandemic. In addition, more than 12% of illegal
online pharmacies are found to sell controlled substances
without a prescription, contributing to the opioid epidemic even
among high school and college students.27 Unfortunately, even
though public resources are available for consumers and end
users,28,29 most patients and healthcare providers (physician,
nurse, and pharmacist) are not well informed to avoid the
unintentional use of illegal online pharmacies.
Various measures at the packaging level have been used to

ensure the integrity of pharmaceutical products and to combat
counterfeiting to some extent. Major pharmaceutical companies
commonly use anticounterfeit methods that focus on secondary
packaging (i.e., exterior box) level protections, which group a
certain number of products and employ track-and-trace
measures outside primary packaging. Typically, they utilize
barcodes, quick response (QR) codes, holograms, and radio-
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frequency identification for brand protection and to preserve
product integrity.30−34 In the U.S., the Drug Supply Chain
Security Act requires unit-level traceability by 2023.35 In
Europe, the Falsified Medicines Directive requires the
implementation of safety features.2 As a result, major
pharmaceutical manufacturers, distributors, and retailers in the
U.S. have recently created a blockchain-based solution for
supply chain management (also known as the MediLedger
Network).36

Advanced anticounterfeit technologies should focus on
individual medicines at the dosage level. In retail and hospital
pharmacy settings, medicines are separated from the original
packaging and are placed into individual doses for patient safety,
quality control, delivery, and inventory tracking. The existing
dosage-level protections include QR code drug labels,37,38 silica
microtaggants,39 DNA taggants,39,40 polymer molecular encod-
ing,41 isotope-labeled excipients,42 multicolor nonpareil coat-
ings,43 watermark bioprinting,44 and metal nanoparticle
taggants.45−47 Fluorescent material-based taggants are also an
attractive alternative,48−57 because fluorescence signals can be
read under external stimuli while controlling certain encoding
parameters. As a result, several fluorescent materials have been
applied for anticounterfeiting medicine technologies,58 includ-
ing barcoded microfibers using coumarin-6,59 rhodamine B
microtaggants on polyethylene glycol,60 QR-coded capsules
using upconversion fluorescent nanoparticles,61 dextran-modi-
fied 2-hydroxyethyl methacrylate polymer particles,62 and
lysozyme supramolecular nanofilms.63

However, the currently available anticounterfeit measures and
authentication features have several limitations. First, the
existing security measures implemented at the supply chain
level (or secondary packaging) are not intended to provide
patients with the ability to verify their own medicines. Second,
the on-dose technologies require skilled and trained personnel
as well as high-cost sophisticated analyzers and specialized
readers. Third, simple on-dose taggants or labels (e.g., barcode,
QR code, and multicolor coating) can easily be replicated or
tampered. Simply, the secondary packaging (i.e., exterior box) is
highly vulnerable. Finally, the commonly used materials are not
ideal for oral intake because foreign and artificial additives can
potentially have hazardous and adverse (e.g., carcinogenic and

cytotoxic) consequences.64,65 There is also emerging concern
about pharmaceutical coating materials (e.g., phthalate) as
endocrine disruptors.66

On-dose authentication for solid oral-dosage forms or in-dose
authentication for liquid dosage forms at the point of medication
administration can offer the highest protection, overcoming the
limitations of current anticounterfeiting and authentication
methods for pharmaceuticals. On-dose authentication means
that a security measure is directly integrated with the dosage
form itself, offering product verification and traceability
embedded into each medicine.39,67−69 Even if separated from
the secondary package, every individual medicine can be verified
and authenticated independently. On-dose authentication
allows patients to verify their medicines in real time with
important dose information. Pharmaceutical companies or
hospital pharmacies can implement serialization directly on
individual medicines for brand protection while providing for
secure administration at the patient bedside. Researchers who
are conducting clinical trials can ensure that participants are
properly self-administering clinical trial medication at home.
In this paper, we introduce all protein-based matrix codes for

pharmaceutical anticounterfeiting and on-dose (or in-dose)
authentication. First, we utilize silk fibroin genetically hybridized
with multiple distinct fluorescent proteins as the constituent
materials for the proposed matrix codes. Second, we develop a
simple fabrication method for generating imperceptible multi-
dimensional codes with a variable capacity to encode
information in a manner similar to conventional barcodes or
QR codes. Third, after establishing a cryptographic key
extraction protocol with a deep learning method, we use a
smartphone to demonstrate on-dose and in-dose authentication
of an oral-dosage medicine and an alcohol dosage form under
simulated settings, respectively. Fourth, we study the digesti-
bility of the proposed edible codes using proteolytic enzymes
released in the gastrointestinal tract for protein denaturation and
degradation. Finally, we also characterize the biocompatibility,
photostability, thermal stability, and long-term reliability of the
edible codes. Overall, the proposed all protein-based matrix
codes applying to individual medicines can provide patients with
the last line of defense, empowering them to play a key role in

Figure 1. Schematic illustration of an edible matrix code for anticounterfeiting pharmaceutical products and on-dose (or in-dose) authentication. Like
other machine-readable barcodes or 2D matrix codes (e.g., QR code), the proposed code is a method of digital information representation and data
storage but has unique features to be edible, imperceptible, andmultidimensional, using three different fluorescent natural biopolymers (i.e., silk fibroin
and fluorescent protein). After being affixed to an individual medicine by the pharmaceutical manufacturer or the hospital pharmacy, this code
becomes an integrated part of the medicine. The end user or consumer (e.g., patient) can use a smartphone camera to read the code (i.e., fluorescence
images). A digitized key is generated from the code by a deep neural network for quick and accurate key extraction. The extracted digital key is
converted to a cryptographic hashed key through a hash function. As a result, the patient can be empowered to authenticate the medicine with the
necessary dose information immediately before oral intake.
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Figure 2. Fabrication of edible matrix codes using silk fibroin genetically hybridized with fluorescent proteins. (a) Schematic representation of
transformation vector structures for silkworm transgenesis, p3×P3-DsRed2-pFibH-eCFP for eCFP silk, p3×P3-DsRed2-pFibH-eGFP for eGFP silk,
and p3×P3-eGFP-pFibH-mKate2 for mKate2 silk. Fibroin heavy chain promoter domain (pFibH, 1124 base pairs (bp)), N-terminal region 1 (NTR1,
142 bp), Intron (871 bp), N-terminal region 2 (NTR2, 417 bp), C-terminal region (CTR, 179 bp), poly(A) signal region (PolyA, 301 bp), enhanced
cyan fluorescent protein (eCFP, 720 bp), enhanced green fluorescent protein (eGFP, 720 bp), monomeric far-red fluorescent protein (mKate2, 699
bp), inverted repeat sequences of piggyBac arms (ITR), 3×P3 promoter (273 bp), and Sv40 polyadenylation signal sequence (Sv40pA, 268 bp). Red
fluorescent protein (DsRed2) is used only for a marker gene of eCFP and eGFP, while eGFP is utilized for a marker gene of mKate2. (b) Photographs
and fluorescence images of eCFP silk, eGFP silk, and mKate2 silk cocoons, compared with a nontransgenic (wild-type) white silk cocoon. Each silk
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combating counterfeit medicines and avoiding the unintentional
use of counterfeit medicines.

■ RESULTS AND DISCUSSION

Figure 1 illustrates the proposed code representing a digital key
for anticounterfeiting medicines with on-dose (or in-dose)
authentication. This code is similar to other machine-readable
barcodes and two-dimensional (2D) matrix codes (e.g., QR
code) but is unique in that it is edible, imperceptible, and
multidimensional. From a materials standpoint, this code is
composed of all proteins (i.e., silk fibroin and fluorescent
protein) without using synthetic polymers or materials. This
code becomes an integrated part of the medicine after being
affixed to an individual solid oral-dosage form (e.g., pill, tablet, or
capsule). From a security standpoint, multiple distinct
fluorescence emission colors can be incorporated into a
multidimensional parameter space to enhance an encoding
capacity as well as attack resistance. This code is imperceptible
because the fluorescence emission is detected only by a unique
set of excitation and emission optical filters. To overcome
pattern and shape imperfections occurring during the fabrication
process, a deep neural network is applied to extract a digitized
key. The digitized key is then converted to a cryptographic
hashed key through a hash function. From a patient standpoint,
the patient (or end user or consumer) can use a smartphone
camera as a reader to scan the code and to authenticate the
medicine with the extracted security key immediately before oral
intake.
Safe on-dose authentication would be possible only if the

materials encoded with digital information are edible, digestible,
and free of any toxic or cytotoxic elements. Silk protein (i.e.,
fibroin) produced by silkworms (Bombyx mori) is an excellent
choice for a natural biopolymer. Silk fibroin is biocompatible
with low immunogenicity, resulting in minimal inflammatory
and immune responses.70−72 Silk fibroin is composed of amino
acids including glycine, alanine, serine, lysine, arginine, and
leucine.73−75 The protocols for extracting silk fibroin without
introducing heavy metals and toxic trace elements are well
developed.69,76−78 Silk proteins are currently approved for a
wide range of food applications and are generally recognized as
safe (also known as GRAS) as designated by the U.S. Food and
Drug Administration. Simply, it is edible and digestible.69,79,80

Recombinant silk proteins can be mass-produced with several
host systems.81 Specifically, genetic fusion of silk fibroin and
fluorescent protein is readily available via piggyBac transposase
and clustered regularly interspaced short palindromic repeats
(CRISPR) tools.82−85 These biomanufacturing methods are
highly ecofriendly, scalable, and sustainable.81,86,87 Fluorescent
proteins are often included in genetically modified dietary
products for oral consumption.88 When compared with

common food allergens, fluorescent proteins do not have
common allergen epitopes and are well degraded during gastric
digestion.89 Fluorescent silk fibroin can easily be processed into
polymeric materials for fabricating a variety of types of rigid or
flexible structures with tunable mechanical and optical proper-
ties.69,90,91 Modernized silkworm farming (i.e., sericulture) can
potentially offer a sustainable, scalable, and ecofriendly
production strategy of such recombinant proteins in an
economical and industrially relevant manner without consuming
fossil fuels and raw materials.81,86

We take advantage of three different fluorescent silk
recombinants of enhanced cyan fluorescent protein (eCFP),
enhanced green fluorescent protein (eGFP), and far-red
fluorescent protein (mKate2). The genetic hybridization of
silk with fluorescent proteins is conducted by the piggyBac
transposase method (see Methods). To produce eCFP silk,
eGFP silk, and mKate2 silk, each fluorescent protein gene is
fused with N-terminal and C-terminal domains of the fibroin
heavy (H)-chain promoter (pFibH), creating p3×P3-DsRed2-
pFibH-eCFP, p3×P3-DsRed2-pFibH-eGFP, and p3×P3-eGFP-
pFibH-mKate2 transformation vectors, respectively (Figure 2a).
Each transition vector is injected with a helper vector into
preblastoderm embryos of silkworms to produce transgenic
fluorescent silkworms that spin eCFP silk, eGFP silk, and
mKate2 silk cocoon fibers (Figure 2b and Figure S1). The
fluorescent silk cocoons are further processed into polymeric
solutions by minimizing the heat-induced denaturation of
fluorescent proteins in silk (see Methods and Supporting
Information). The eCFP silk, eGFP silk, and mKate2 silk fibroin
solutions and films have cyanic, green, and red fluorescence
emission colors, respectively, each of which requires a unique set
of optical excitation and emission wavelength bands (λex and
λem) in the visible region (Figure 2b−e).
To develop a three-dimensional (3D) matrix code of distinct

fluorescence emission colors, four-matrix code patterns with
predetermined openings are formed on a thin nonfluorescent
white silk fibroin film (Figure S2). The four opening patterns are
not overlapped, resulting in one of four levels (three
fluorescence colors and none) in each square code unit (size
≈ 700 × 700 μm2) (Figure S3a,b). Importantly, this multi-
dimensionality can enhance the parameter space to be tamper-
resistant and to implement postprocessing for specific
applications.69,92,93 The fluorescent matrix code pattern formed
on a bare white silk fibroin film can be visible, depending on a
view angle, although the type of silk fibroin (i.e., white, eCFP,
eGFP, or mKate2) is not distinguishable to the naked eye
(Figure S3c). To further enhance the invisibility of the
embedded code array, the white silk fibroin film is patterned
with conical micrograting arrays via soft imprint lithography
(Figure 2f and Figure S2a). The geometry (shape and

Figure 2. continued

fibroin solution is regenerated from the corresponding silk cocoons. (c, d) Optical absorption (c) and fluorescence emission (d) spectra of fluorescent
silk fibroin films fabricated using the regenerated eCFP silk (cyan), eGFP silk (green), and mKate2 silk (red) fibroin solutions. (e) Photographs and
fluorescence images of three different fluorescent silk fibroin films and a white silk fibroin film using an appropriate set of optical excitation and
emission. A set of an excitation source (λex) and an emission filter (λem) is used as follows: λex = 415 nm and λem = 460 nm, λex = 470 nm and λem = 525
nm, and λex = 530 nm and λem = 630 nm for eCFP silk, eGFP silk, and mKate2 silk, respectively. The thickness of the fluorescent silk fibroin films is 70
μm on average. (f) Scanning electron microscopy images of conical micrograting arrays with 2D periodic hexagonal patterns. The height and bottom
diameter of each grating are 1.4 and 2.7 μm with a distance (i.e., period) between adjacent gratings of 2.9 μm. (g) Photographs of light propagation
(green laser at λ = 532 nm) through bare (top) andmicrograting patterned (bottom) silk fibroin films. (h) Photograph of 7× 7matrix codes fabricated
using bare (left) andmicrograting patterned (right) silk fibroin films, affixed onto the tablet-typemedicine (oral solid dosage). The code pattern on the
micrograting patterned silk fibroin film is covert and imperceptible due to the strong diffraction of light caused by the micrograting arrays.
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arrangement) of micrograting arrays is designed to generate
strong optical diffraction (i.e., light scattering) to mask the
embedded code array pattern (Figure 2g,h and Figure S4).94,95

Using the reported fabrication method, 5 × 5, 7 × 7, and 9 × 9
matrix arrays can be embedded in a taggant size of 7 × 7 mm2, 9
× 9 mm2, and 11 × 11 mm2, respectively. Such a different
number of matrix arrays results in a variable encoding capacity
(Figure S5). As a number of possible output keys generated by
an input matrix array, the encoding capacity of edible matrix
codes can be defined as cswhere c is the bit-level (c = 2 for binary
bits) of keys, and s is the key size.69,93

We also explore if the proposed edible code can be used for
liquid dosage forms because the current anticounterfeit
technologies are limited for liquid medicines.58 Inspired by the
idea that silk fibroin extensively treated with alcohol has
enhanced optical and mechanical properties, we focus on
alcohol-containing medicines.96−98 Surprisingly, alcohol (i.e.,
ethanol) is often a common ingredient in liquid dosage form
medicines (e.g., syrups, solutions, and emulsions). Indeed, some

liquid medicines contain a high level of alcohol.99−101 In this
respect, we test the morphological and photoluminescence
properties of fluorescent silk fibroin films in 200 proof ethanol
solutions at various concentrations and exposure periods
(Figure S6). Importantly, the ability of eGFP silk fibroin films
for emitting the fluorescence is not strongly affected by ethanol
at any of these concentrations, although swelling occurs in water
and 10% ethanol solutions due to the formation of new
hydrogen bonds.102 On the other hand, the fluorescent silk films
do not undergo significant deformation at alcohol concen-
trations higher than 20% (v v−1) even over 10 months. This is
attributable to the increased crystallinity as random coils (i.e.,
silk I) are converted into β-sheets (i.e., silk II).96,103,104 In other
words, the proposed edible code can be applied to liquid
medicines containing a high alcohol content (>20%) for in-dose
authentication.
To reliably extract a digitized key from an edible matrix code,

we use a 2D convolutional neural network (CNN) that takes raw
fluorescence images of the code as an input and returns a binary

Figure 3.Cryptographic key generation of an edible code with three distinct fluorescence colors and digital signature generation with a hash algorithm.
(a) Extraction process of digitized output keys from raw fluorescence input images of a representative edible code (7 × 7 matrix). Three different
fluorescence images are acquired with an optical set of excitation and emission: eCFP silk code pattern (cyan); λex = 415 nm and λem = 460 nm, eGFP
silk code pattern (green); 470 and 525 nm, and mKate2 silk code pattern (red); 530 and 630 nm. Each code pattern generates a 49-bit long binary key
Kb. The binary keys of three different codes are combined to a digitized key of 147 bits (Kb1 +Kb2 +Kb3). In the case of a 7× 7matrix code, the nominal
encoding capacity is calculated to be 2147 (≈ 1.78× 1044). (b) Convolutional neural network (CNN) architecture for output key extraction of an edible
matrix code. A 2DCNNmodel consists of three convolutional layers and two fully connected layers (Table S1). Batch normalization is applied to each
convolutional layer for faster and more stable training. After each batch normalization, the rectified linear unit (ReLU) activation function is applied,
and max-pooling is performed. (c) Hashed key generation from the extracted digitized key via a cryptographic hash algorithm (e.g., MD5). Other
strong hash functions can be used including SHA-256 and SHA-512. A hashed key can be used for authentication, ensuring key integrity and securing
against unauthorized modifications.
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output key of each fluorescence emission color (Figure 3a).
Compared with classical imaging processing, this deep learning
method is beneficial to overcome imperfections of resultant
code patterns undesirably formed during the fabrication. First,
raw fluorescence images of an edible code are acquired by a
camera through an optical set of an excitation source and an
emission filter (eCFP silk: λex = 415 nm and λem = 460 nm; eGFP
silk: 470 and 525 nm; and mKate2 silk: 530 and 630 nm).

Second, the 2D CNN is designed to have a series of
convolutional and pooling layers and fully connected layers at
the end (Methods, Figure 3b, and Table S1). This model is
trained to detect filled square units as 1’s and empty areas as 0’s
in a matrix array, extracting a binary output key (Kb) from each
fluorescence emission color image. To train the model, 200
individual square units (each square unit code size = 101 pixels
×101 pixels) are acquired from the fluorescence images of the

Figure 4. Edible code applications for authentication using a smartphone. (a, b) Simulated on-dose authentication of medicines. (a) Photograph of on-
dose authentication of medicines integrated with an edible code. (b) Simulated authentication process for an oral-dosage tablet-type medicine. A
custom-built mobile application (app) consists of the following steps for an end user or consumer (Movie S1): launch the customized app, scan an
edible code using a set of excitation (470 nm) and emission (525 nm) optical filters (Figure S11). Then, this mobile app authenticates the scanned
code and further opens the embedded hyperlink to a webpage to confirm the genuinemedicine information, such as product data (e.g., dosage strength,
dose frequency, cautions, and expiration date), manufacturing details (e.g., location, date, batch, and lot number), and distribution path (e.g., country,
distributor, and wholesaler). (c, d) Bottle-through edible code application for in-dose authentication of high-value alcoholic spirits. (c) Photograph of
simulated in-dose authentication of a Scotch whisky bottle (e.g., 80 proof whisky, 40% alcohol per volume) that contains an edible code inside. To
image the edible code through the bottle, the bottle is titled facing down. (d) Simulated authentication process for an alcoholic spirit containing an
edible code inside. The customized mobile app can authenticate the scanned code and further inform the genuine product information (Movie S2),
such as product data (e.g., type, ingredients, alcohol concentration, and cautions), manufacturing details (e.g., location, date, and serial number), and
distribution path (e.g., country, distributor, and wholesaler).
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fabricated edible matrix codes (Figure S7). The square code
units are randomly selected to generate 9494 different synthetic
code images in a format of 7 × 7 matrix array (each image size =
692 pixels × 648 pixels), which serve as a training data set. To
quantitatively validate the designed 2D CNN model, 50 000
synthetic input images (7 × 7 matrix) are fed into the model to
extract binary output keys, resulting in a low bit error ratio of
1.62 × 10−4 (Figure S8). In the case of a 7 × 7 matrix code, the
resultant digitized key size (Kb1 + Kb2 + Kb3) is 147 (= 49 × 3)
bits. For 5 × 5 and 9 × 9 matrix codes, the digitized key sizes are
75 and 243 bits, respectively (Figure S9). Third, to aid secure
authentication and ensure data integrity, we employ a hash
function that returns a unique digital signature (i.e., hashed key)
from the extracted digitized key in an irreversible (one-way)
manner (Figure 3c).105 As an example, the final extracted key is
entered into the MD5 message-digest algorithm, producing a
hashed key with 128 bits.106 Ultimately, this hashed key can be
used for validation, verification, and authentication for

individual medicines. The extracted binary key (Kb) can also
be reconstructed to a quaternary key and a double binary key
(Figure S10).
We demonstrate a smartphone-based on-dose authentication

application of an edible code affixed to an oral-dosage tablet-
type medicine in a simulated dose setting (Figure 4a). For
simplicity and practicality, a custom-built mobile application
(app) is designed to scan an edible code generating the eGFP
fluorescence emission color with only one set of optical filters
(Figure S11 and Movie S1). When the patient views the edible
code on the solid medicine through the smartphone screen, the
mobile app automatically recognizes the spatial pattern of the
code and extracts a digitized key. After the corresponding hashed
key is produced, the app opens an embedded hyperlink to the
webpage for confirming authentication and showing the dose
information. In addition, we test if an edible code can be imaged
through the bottle (bottle-through code application) for an
authentication identifier of high-value alcoholic spirits (Figure

Figure 5. Enzymatic digestibility and biocompatibility of all protein-based matrix codes. (a) Schematic illustration of the gastrointestinal tract (the
stomach and the small intestine) where pepsin and trypsin are the major proteolytic enzymes produced for denaturation and degradation of dietary
proteins. (b) Photographs and fluorescence images of eGFP silk fibroin films immersed in pepsin (pH 2.2) enzyme or trypsin (pH 7.2) enzyme
solutions as a function of elapsed time. For comparison, buffer solutions with the same pH values without enzymes are tested. (c) Fluorescence
emission intensity of eGFP silk fibroin films immersed in the proteolytic enzyme and buffer solutions at λ = 525 nm. The fluorescence intensity is
normalized by the value at 0 min. The rapid decrease in the eGFP fluorescence intensity supports the denaturation and degradation of the protein-
based edible codes. The enzymatic tests were repeated four times, and the error bar is a standard deviation. (d) Red blood cell hemolysis test of
different silk fibroin solutions. For comparison, 0.1% Triton X-100 and phosphate-buffered saline (PBS) without silk solutions were used as positive
(hemolysis efficiency of 100%) and negative (0%) controls, respectively. Inset: representative photograph of samples using sheep erythrocytes.
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4b and Figure S12). This simulated in-dose authentication uses a
Scotch whisky bottle (e.g., 80 proof whisky, 40% alcohol per
volume) in which an edible code is submerged inside (Movie
S2). Using the mobile app, the consumer scans an edible code
through the glass bottle without opening the bottle. After the
same acquisition processing steps, the mobile app opens an
embedded hyperlink to the webpage to confirm the genuine
product information. The alcohol tolerance of the proposed
edible codes can also be useful for fighting against high-value
counterfeit alcoholic spirits, which are one of the most
troublesome counterfeit products.107−109 For example, it is
estimated that the U.K. spirits market including whiskies and
gins is £5.5 billion and that 18% U.K. adults experienced
purchasing counterfeit alcoholic spirits.110,111

To evaluate the digestibility of edible codes, we investigate
enzymatic degradation rates of fluorescent silk fibroin in vitro
using two major proteolytic enzymes produced in the gastro-
intestinal tract under physiologically relevant conditions (Figure
5a). Dietary protein digestion involves denaturation (i.e.,
protein unfolding) and degradation (i.e., primary structure
destruction).112 Pepsin is produced in the stomach to denature
food proteins as a nonspecific protease under a highly acidic
environment.113 Trypsin produced in the pancreas is released
into the small intestine to further degrade proteins at a neutral
pH level.114 For quantifying protein denaturation and
degradation, eGFP fluorescence is a reliable marker because
the exact protein sequence is required to form the chromophore
and eGFP fluorescence is favorably sensitive to even subtle
denaturation.115−118 In Figure 5b, eGFP silk fibroin films (size =
9 × 9 mm2) are immersed in 0.1% pepsin (pH 2.2) and 0.25%
trypsin (pH 7.2) solutions. A decrease in the eGFP fluorescence
intensity (λem = 525 nm) averaged over an area of 15 × 15 mm2

is used to monitor protein denaturation and degradation of
edible codes (Figure 5c). The eGFP silk fibroin films in the
control solutions (pH 2.2 and pH 7.2 buffers) without enzymes
maintain the strong fluorescence emission over a period of 60
min, although cloudy swelling and shape distortion occur. On
the other hand, gastric enzyme exposure for the same period
significantly disfigures the eGFP silk fibroin films. Expectedly,
the reduction of the eGFP fluorescence intensity in pepsin is
about 1.6 times faster than that in trypsin on average after 60min
(p-value of repeated measures ANOVA test ≈ 0).
To further examine the biological compatibility for the

constituent materials of an edible code, we perform a standard
hemolysis test119 of white silk and fluorescent silk fibroin
solutions with a concentration of 5−6% (w v−1) using sheep
erythrocytes (Figure 5d). For comparison, 0.1% Triton X-100
and phosphate-buffered saline (PBS) without silk solutions are
used as positive and negative controls, respectively. The positive
control (0.1%Triton X-100) clearly shows a uniform breakdown
of red blood cells, whereas the silk samples and negative control
(PBS) reveal a pale yellow color (inset of Figure 5d). The
hemolysis efficiency is defined as (AS − AN)/(AP − AN) × 100
(%), whereAS,AP, andAN are the optical absorption values at λ =
580 nm for the silk samples, the positive control, and the
negative control, respectively. The hemolysis efficiency values of
the four silk samples are not statistically different from that of the
negative control (p-value of ANOVA test = 0.16).
Finally, we explore the photostability, thermal stability, and

long-term reliability of edible codes. The fluorescent silk fibroin
films have a relatively good photostability for 210 h upon white
light illumination with a high intensity of 5000 lx, which is 10
times higher than the recommended office workspace light

intensity of 500 lx (Figure S13).120 If a currently available
pharmaceutical (dark or opaque) packaging with light
protection is used, the shelf life will be significantly extended.
When bit error ratios of output keys extracted from edible codes
are examined under heat treatments, the bit errors are negligible
if the fluorescence intensity is maintained at above 75% which
corresponds to 65, 65, and 60 °C for eCFP silk, eGFP silk, and
mKate2 silk fibroin films, respectively (Figure S14). When an
output key is re-extracted after 360 days stored at 23± 2 °C and
30−40% relative humidity in the dark, the bit error ratio is zero
(Figure S15). Overall, the digestibility, biocompatibility, and
physical stability support the idea that all protein-based edible
codes can be easily and safely consumable for on-dose or in-dose
authentication in a reliable manner.

■ CONCLUSION

We have combined photoluminescent natural biopolymers and
dose information into an edible and imperceptible matrix code
that can be used for serialization, track-and-trace solutions,
anticounterfeit measures, and on-dose (or in-dose) authentica-
tion features for individual medicines at the dosage level. The
reported matrix code offers additional dimensionality of distinct
emission colors from fluorescent silk proteins. Such enhanced
parameter space and encoding capacity can be useful for
application-specific postprocessing and information storage.
While most fluorescent material-based codes primarily rely on
synthetic materials and polymers for inedible applications, the
constituent materials of the code reported in this study are all
proteins (silk fibroin and fluorescent proteins) that can be easily
denatured and degraded by gastric proteolytic enzymes in the
digestive system. Owing to the unique silk protein structures,
this all protein-based code is not only tolerated in liquid
solutions with a high alcohol content but also exhibits
biocompatibility, photostability, and thermal reliability. Another
immediate application of the reported edible code would be a
hospital pharmacy setting by assisting in the development and
production of single-unit packages and unit-dose packages to
lower the risk of dispensing errors. Moreover, the proposed on-
dose edible code can allow patients to take a role of custody in
combating illicit pharmaceutical products and in maintaining a
sustainable healthcare system. We also envision that this edible
code can potentially be used for other security and cryptographic
applications that require obliteration immediately after being
scanned.

■ METHODS

Construction of Plasmid Vector DNA for Silkworm
Transgenesis. To generate transgenic silkworms, we con-
structed the transition vectors p3×P3-DsRed2-pFibH-eCFP,
p3×P3-DsRed2-pFibH-eGFP, and p3×P3-eGFP-pFibH-
mKate2 for the piggyBac-derived vector using the piggyBac
transposon method.83,86,121 The constructed vectors with a
helper vector were injected into preblastoderm embryos of
silkworms. To construct the plasmids, the marker DsRed2
cDNA (eGFP cDNA for mKate2) was amplified by polymerase
chain reaction (PCR) using specific primers with NheI/AflII
sites from pDsRed2-C1 (NheI-DsRed2-F: 5′-GCTAGCA-
TGGCCTCCTCCGAGAAC-3′ and DsRed2-Af lII-R: 5′-
CTTAAGCTACAGGAACAGGTGGTGGCG-3′; Clontech,
Mountain View, CA, USA) and was cloned into the pGEM-T
Easy Vector system (Promega Co., Madison, WI, USA),
designated as pGEMT-DsRed2 (pGEMT-eGFP for mKate2).
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The DsRed2 gene was excised from pGEMT-DsRed2 digested
with restriction enzymes of NheI/Af lII and was replaced with
the eGFP gene from p3×P3-eGFP to form p3×P3-DsRed2 for
eCFP and eGFP (p3×P3-eGFP for mKate2). A DNA fragment,
which contains the promoter domain (1124 base pairs (bp)) and
N-terminal region (1430 bp) including the intron (972 bp) of
the fibroin heavy (H) chain gene (GenBank Accession No.
AF226688, nt. 61312-63870), was amplified by PCR using the
genomic DNA from Bombyx mori and primers (pFibHN-F: 5′-
GGCGCGCCGTGCGTGATCAGGAAAAAT-3 ′ and
p F i bHN - R : 5 ′ - T GCACCGACTGCAGCACTA
GTGCTGAA-3′). The resultant DNA fragment was cloned
into the pGEM-T Easy Vector system, named as pGEMT-
pFibH-NTR. The DNA fragment containing 180 bp of the 3′
terminal sequence of the fibroin H-chain gene open reading
frame, along with an additional 300 bp of the 3′ region of the
fibroin H-chain gene (GenBank Accession No. AF226688, nt.
79021-80009), was amplified by PCR using genomic DNA from
Bombyx mori and primers (pFibHC-F: 5′-AGCGTCA-
GTTACG GAGCTGGCAGGGGA-3′ and pFibHC-R: 5′-
TATAGTATTCTTAGTTGAGAAGGCATA-3′), and then
the resultant DNA fragment was cloned into the pGEM-T
Easy Vector system, designated as pGEMT-CTR. The frag-
ments were prepared by digesting pGEMT-pFibH-NTR with
AscI/BamHI and pGEMT-CTR with SalI/FseI, respectively.
These two fragments were cloned with the pBluescriptII SK(−)
vector (Stratagene, CA, USA) digested with ApaI/SalI, resulting
in pFibHNC-null. The eCFP, eGFP, and mKate2 genes,
purchased from the BIONEER corporation (Deajeon, Republic
of Korea), were synthesized. The N- and C-terminals had the
NotI and Sbf I restriction sites, respectively. A fragment of the
eCFP, eGFP, or mKate2 gene without a termination codon was
amplified from peGFP-1 (Clontech) using primers (eGFP-F: 5′-
GCGGCCGCATGGTGAGCAAGGGCGAGGAG-3′ and
eGFP-R: 5′-GCTGAGGCTTGTACAGC TCGTCCAT-3′)
and was cloned into the pGEM-T Easy Vector system. The
resultant fragment was digested with NotI/BbvcI and sub-
sequently cloned into pFibHNC-null digested with NotI/BbvcI,
resulting in pFibHNC-eCFP, pFibHNC-eGFP, or pFibHNC-
mKate2. Each vector of pFibHNC-eCFP, pFibHNC-eGFP, and
pFibHNC-mKate2 was digested with AscI/FseI and was
subcloned into p3×P3-DsRed2 (p3×P3-eGFP for mKate2).
The resultant vector was named as p3×P3-DsRed2-pFibH-
eCFP, p3×P3-DsRed2-pFibH-eGFP, and p3×P3-eGFP-pFibH-
mKate2, respectively.
Regeneration of Transgenic Fluorescent Silk. To avoid

heat-induced denaturation of fluorescent proteins in
silk,90,122,123 we carried out a regeneration process of fluorescent
silk under 50 °C. First, fluorescent silk cocoons were cut into
small pieces less than 2−5 mm, and then the silk pieces were
completely dissolved in an aqueous mixture solution of lithium
bromide (9.5 M) at 50 °C for 12 h with stirring of 400 rpm. The
dissolved solution was filtered through a miracloth. To remove
salt, the solution was dialyzed with a cellulose semipermeable
tube in deionized water at room temperature for at least 2 days,
exchanging deionized water several times. Finally, we obtained
eCFP silk, eGFP silk, and mKate2 silk fibroin solutions with a
final concentration of 5−6% (w v−1). The regenerated silk
fibroin solutions were stored at 4 °C in the dark before use. For
typical wild-type white silk, however, we followed the conven-
tional dissolution process of silk fibroin reported in the previous
protocol.124

Fabrication of Multidimensional Fluorescent Codes.
To develop a three-dimensional (3D) code of three distinct
fluorescence emission colors, we formed three different matrix
code patterns with predetermined openings on a thin non-
fluorescent white silk fibroin film patterned with micrograting
arrays. Each matrix code pattern was fabricated using eCFP silk,
eGFP silk, or mKate2 silk fibroin solutions. A matrix code
pattern of nonfluorescent white silk fibroin was also added to
have four different types of signals. Each silk fibroin solution was
sequentially coated on the planar side of the patterned silk
fibroin film using a doctor blade method. Vinyl masks (thickness
= 80 μm) with four different opening patterns were prepared by
a Cricut Explore Air 2 cutter (Cricut, Inc., South Jordan, UT,
USA). After coating, the samples were cured under ambient
conditions in the dark. Each coating process was repeated two
times. The average square size and thickness of fluorescent silk
codes are 700 and 70 μm, respectively. After drying, the masks
were carefully removed, resulting in edible codes with 5 × 5, 7 ×
7, and 9 × 9 matrix arrays, depending on the final size of 6 × 6, 9
× 9, and 11 × 11 mm2, respectively.

Digitized Key Extraction of an Edible CodeUsingDeep
Neural Networks. We used a convolutional neural network
(CNN) method to extract a binary output key from a raw
fluorescence image (Table S1). Our facile fabrication process of
edible matrix codes is advantageous on the laboratory scale but is
subject to generate individual square units with slightly different
shapes (Figure S7). Instead of using conventional image
processing (e.g., edge detection), we utilized a 2D CNN
model for extracting a binary output key to overcome any
imperfections of matrix code patterns resulting from the facile
fabrication process. The 2D CNN model is designed as follows:
for a 7 × 7 matrix code, an input fluorescence image (692 pixels
× 648 pixels) is convolved with 16 filters with a size of 32 × 32
and a stride of 2 in the first layer. The second convolutional layer
consists of 32 filters with a size of 16× 16 and a stride of 1. In the
third convolutional layer, 64 filters with a size of 8 × 8 and a
stride of 1 are applied. At each convolutional layer, batch
normalization is employed for efficient and accurate training.We
used the rectified linear unit (ReLU) as an activation function
after each batch normalization. Max-pooling is also performed
with a stride of 2 after each activation, applying the pooling size
of 32 × 32, 16 × 16, and 8 × 8 in the first, second, and third
convolutional layers, respectively. After the flattening step, two
fully connected layers are constructed. For the first layer with
400 nodes, batch normalization and ReLU activation are
applied. The second layer of 49 nodes returns an output key
of 49 bits for a 7 × 7 matrix code. The 2D CNN model was
learned with the mean squared error over a maximum of 15
epochs. We used the ADAM optimization to train the networks
with an initial learning rate of 2 × 10−4 and a mini-batch size of
100. For modeling and learning, we established customized
codes using MATLAB (R2021a, MathWorks, Natick, MA,
USA) with Deep Learning Toolbox on NVIDIA GeForce RTX
3090 GPU (Santa Clara, CA, USA).

Data Augmentation for a Training Data Set and
Validation of the 2D CNN Model. Training of the 2D CNN
model required an extremely large number of different matrix
code patterns. On the other hand, actual production of a large
quantity was limited on the laboratory scale. We augmented the
training data set by synthetically forming different matrix codes
from a variety of individual square units. First, we fabricated 200
individual square units following the same fabrication process,
acquired fluorescence images under the custom-built imaging
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system, and cropped individual square units (101 pixels ×101
pixels) separately (Figure S7). These individual square units
were randomly selected and were placed in a 7 × 7 matrix to
generate 9494 different synthetic matrix code patterns (692
pixels × 648 pixels) that serve as the training data set to the 2D
CNN model. To validate the designed 2D CNN model, we
additionally generated 50 000 synthetic fluorescence images in a
7 × 7 matrix format (Figure S8). The binary output key
extraction was performed in the same manner as the training
process. Finally, to quantitatively evaluate the performance of
the 2D CNN model, we calculated a bit error ratio from output
keys extracted from 50 000 synthetic fluorescent input images. A
low bit error ratio of 1.62 × 10−4 supports the reliability of the
2D CNN model. In other words, the 2D CNN model was
successfully trained to determine individual square units and
empty areas as 1’s and 0’s, respectively.
Biodegradability of Fluorescent Silk Fibroin Films.We

characterized the enzymatic denaturation and degradation of
fluorescent silk proteins using eGFP silk fibroin films with a
thickness of 70 μmand a size of 9× 9mm2. As gastric proteolytic
enzymes, pepsin and trypsin were used. 0.1% pepsin in a
phosphate buffer (pH 2.2) with 4 M urea and 3 M guanidine
HCl and 0.25% trypsin in a phosphate buffer (pH 7.2) were
prepared, respectively. For controls, pH 2.2 and pH 7.2
phosphate buffers were employed. All the solutions were
prewarmed at 37 °C before the experiments for 10 min. Then,
the eGFP silk fibroin films were immersed in each solution
containing an enzyme, maintaining the temperature at 37 °C for
the protein−enzyme reaction. Fluorescence images of the eGFP
silk films were captured through an optical emission filter of 525
nm under a 470 nm LED light illumination with an interval time
of 20 min. The enzymatic denaturation and degradation tests
were repeated four times. We used repeated measures analysis of
variance (ANOVA) tests to evaluate statistically significant
differences. In this case, the multiple fluorescence intensity
readings over time on each sample were reduced to a single
response by averaging all of the readings over time to capture a
representative attribute of each sample. This statistical analysis
method is also known as a response feature analysis or a two-
stage analysis.
Hemolysis Test of Silk Fibroin Solutions.We conducted

a red blood cell hemolysis test of white silk and fluorescent eCFP
silk, eGFP silk, and mKate2 silk solutions using sheep
erythrocytes. A 300 μL solution of sheep red blood cells
(sheep red blood cells packed 100%, Innovative Research, Inc.,
Novi, MI, USA) was added to a 1 mL PBS (pH 7.2) solution and
was centrifuged at 12 000 rpm for 10 min. Then, the isolated red
blood cells were diluted in a 2 mL PBS solution. As a negative
control, a 150 μL diluted solution of red blood cells was added to
an 850 μL PBS solution (total amount of 1000 μL). A positive
control was prepared by adding a 150 μL diluted solution of red
blood cells to an 850 μL solution of 0.1% Triton X-100. For each
silk fibroin solution of eCFP silk, eGFP silk, mKate2 silk, and
white silk, a 150 μL solution with a concentration of 5−6% (w
v−1) was added to a mixture solution of 150 μL red blood cells
and 700 μL PBS. After incubation at 37 °C for 30 min, the
mixture solutions were centrifuged at 12 000 rpm for 10 min.
Finally, the hemolysis efficiency was calculated with the optical
absorption values at λ = 580 nm for the silk samples, the positive
control, and the negative control, respectively, following the
standard protocol.119 The hemolysis test was performed under
the ambient conditions in the dark: 23 ± 2 °C and 30−40%
relative humidity.

Safety Statement. No unexpected or unusually high safety
hazards were encountered.
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